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ABSTRACT

On March 18, 1999, President William J. Clinton requested that the President’s Foreign Intelligence
Advisory Board (PFIAB) undertake an inquiry and issue a report on “the security threat at the Department
of Energy’s weapons labs and the adequacy of the measures that have been taken to address it.”

Specifically, the President asked the PFIAB to “address the nature of the present counterintelligence securi-
ty threat, the way in which it has evolved over the last two decades and the steps we have taken to counter
it, as well as to recommend any additional steps that may be needed.” He also asked the PFIAB “to deliver
its completed report to the Congress, and to the fullest extent possible consistent with our national security,
release an unclassified version to the public.”

In response, the Honorable Warren B. Rudman, Chairman of PFIAB
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For the past two decades, the Department of Energy has embodied science at its best and






























DOE and taken strong, positive steps to try to reverse the legacy of more than 20 years of
security mismanagement. However, the Board is extremely skeptical that any reform effort,
no matter how well-intentioned, well-designed, and effectively applied, will gain more than
a toehold at DOE, given its labyrinthine management structure, fractious and arrogant cul-
ture, and the fast—approaching reality of another transition in DOE leadership. Thus we
believe that he has overstated the case when he asserts, as he did several weeks ago, that



The sources of DOE’s difficulties in both overseeing scientific research and maintaining
security are numerous and deep. The Special Investigative Panel primarily focused its






Many of these agencies and organizations have continued to operate undesr












Over the past 20 years, six DOE security issues have
received the most scrutiny and criticism from both inter-
nal and external reviewers: long—term security planning
and policy implementation; physical security over facili-
ties and property; screening and monitoring of person-
nel; protection of classified and sensitive information,
particularly information that is stored electronically in
the Department’s computers; accounting for nuclear
materials; and the foreign visitors’ programs.

MANAGEMENT AND PLANNING
Management of security and counterintelligence has
suffered from chronic problems since the creation of
the Department of Energy in 1977.

During the past decade, the mismatch between DOE’s
security programs and the severity of the threats faced
by the Department grew more pronounced. While the
number of nations possessing, developing, or seeking
weapons of mass destruction continued to rise,
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More than 30 years later, decentralization still posed a problem for security managers. An
internal DOE report in 1990 found that the Department lacked a comprehensive approach to
management of threats and dissemination of information about them.® A DOE annual report in
1992 found that security “has suffered from a lack of management focus and inconsistent pro-
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unable to account for large pieces of equipment such as forklifts and a semitrailer,
some $21 million in inventory was written off.?

DOE had begun to consolidate its growing stockpile of sensitive nuclear material by 1992,
but a 1997 DOE report to the Secretary found that significant quantities of the material
“remain in aging buildings and structures, ranging in age from 12 to 50 years, that were

never intended for use as storage facilities for extended periods.”*

SCREENING AND MONITORING OF PERSONNEL






Some reports made extra efforts to puncture through the fog of bureaucratic language. A



As in many questions, the answer depends on whom you ask. Officials of nuclear research facil-
ities have argued that the scale and complexity of the processing and handling of nuclear mate-
rial inevitably result in losses that are detectable but inconsequential. Outside observers have
tended to be less sanguine about what constitutes a significant loss from a security standpoint.
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to DOE cites inaccessibility to senior DOE managers. ...President states
"Improved nuclear security is an important legacy for us to leave the next admin-
istration;" DOE official opines that Energy has done "essentially all that can be
done against the outsider threat." ... Senate Intelligence Committee staff briefed
on CI activities at labs. ... Four GAO reports address DOE security and counter-
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subject’s workplace computer systems, particularly since an attorney in the FBI’s
General Counsel Office had provided an opinion in 1996 that such monitoring or
searching in this case would require FISA



tles of the 90s (and beyond). For example, with the passage of more than twenty years
since the enactment of the Foreign Intelligence Surveillance Act (FISA) of 1978, it may no
longer be adequate to address the counterintelligence threats of the new millennium. We






» The Director of the new Office of CI (OCI) would be a senior executive from the
FBI and would have direct access to the Secretary of Energy, the DCI and the



Director’s 90-day study, and we are aware that Secretary Richardson did not assume his
DOE duties until mid—August. However, we find unacceptable the more than four months
that elapsed before DOE advised the National Security Advisor on the actions taken and spe-
cific remedies developed to implement the Presidential directive, particularly one so crucial.

More critically, we are disturbed by bureaucratic foot—dragging and even recalcitrance that









» A weapons lab was instructed to monitor its outgoing email for possible security
lapses. The lab took the minimal action necessary; it began monitoring emails
but did not monitor the files attached to emails.

Twl[essaOWhen Secretary Richardson ordered the recent computer stand-down, there was
great resistance, and when it came time to decide if the labs’ computers could be
turned on again, a bevy of DOE officials fought to have final approval power.

BACK TO THE FUTURE
In 1976, federal officials conducted a study of the nation’s nuclear weapons laboratories and

plants. In trying to devise a coherent and viable way of managing the labs, they settled on

three possible solutions: place the weapons labs under the Department of Defense, make

them a free—standing agency, or leave them within the Energy Research and Development

Administration. Congress chose to leave theeW n/Cs5ap92bevy of DG sucmal ored t02489957a:

Ads5ap90s.
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What makes a government agency run well? There are a multitude of characteristics that

arguably can make for an efficient and effective government agency or department. This

Panel holds no illusions about the completeness of its understanding nor the purity of its

wisdom reFandine governmenbureaucharies. | uned, somtheeoomp would saycs th trulytsfeualoequivaltme ofts



programs and performing DOE



ple resident at their largest contractors. The rest is done from Washington. To manage their
largest contracts, no more than 15 contracting officers—from worker—level to management
—are involved. Some are worth several billion dollars. Currently, the NRO manages over
1,000 contracts worldwide, with a combined value numbering in the tens of billions of dol-
lars. They manage these contracts using a staff of approximately 250 contract officers.?

Though we acknowledge that there are differences between the missions of NRO’s satellite
contractors and DOE’s nuclear weapons lab contractors, we are stunned by the huge numbers
of DOE employees involved in overseeing a weapons lab contract. For example, Sandia






human resources staff; a comptroller; a senior official responsible solely for security policy,
and ans22ty policy,



tractor intermediaries. The so—called “GOCO,” or “government owned, contractor
operated,” concept of lab management should be retained. GOCO has been very suc-
cessful, particularly in providing employment conditions that attract scientists of the
highest caliber, and the federal government is strongly committed to maintaining that
working relationship. Even if DOE opts to retain these field entities for other purpos-
es, the ANS should sever all association with them. All ANS/Weapons Lab communi-
cations and business should be handled by ANS Liaison Offices established in each



 Shifts the balance of analytic billets from the former Office of Energy Intelligence






Reorganization To Create an Independent Agency

REORGANIZATION
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There are a number of initiatives that must be undertaken immediately to start building a



fields—that will attract the finest talent in the nation. With respect to the weapons









» Weapons labs foreign visitors program. This productive program should continue,
but both the agency and the weapons labs, in concert, must ensure that secrets are






CHAPTER: ROOT CAUSES

! The Department of Energy National Weapons Labs and Plants discussed in this report are: Lawrence
Livermore National Lab, California; Los Alamos National Lab, New Mexico; Sandia National Lab,
New Mexico; PANTEX Plant, Texas; Kansas City Plant, Missouri; Oak Ridge (Y-12) Plant, Tennessee.

2 Boyer, Paul.
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Classified DOE report.

DOE/IG/WR-B-91-08, “Review of Contractor’s Personnel Security Clearances at DOE Field Office,

BeDE)dMQBE30f Safeguards and Security, Report to the Secretary: Status of Safeguards and Security,”

ROEryafie of Safeguards and Security, Status of Safeguards and Security, Fiscal Year 1995,”

Classified U.S. Government report.
Classified DOE report.

BAitRG P eBhetNGc B8 Becurity: Safeguards and Security Weaknesses at DOE Weapons

Classified DOE report.



“  DOE, “Office of Safeguards and Security, Status of Safeguards and Security, Fiscal Year 1995,”
January 1996

% U.S. Nuclear Command and Control System Support Staff, “Assessment Report: Department of



