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to this activity, the Federal Government can and will help them, in the spirit of atrue public-
private partnership. The Government will not dictate solutions and will eschew regulation. Nor
will the Government infringe on civil liberties, privacy rights, or proprietary information.

ThisisVersion 1.0 of the Plan. We earnestly seek and solicit views about its improvement. As
private sector entities make more decisions and plans to reduce their vulnerabilities and improve
their pro
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How the National Plan Complements
Federal Computer Security and
Information RefcTes Managplemeon Rponsibilities() T31102.96 0 TD /F0 12
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Build Strong Foundations
@ Program 6: Enhance Research and Development in Support of Programs 1-5
@ Program 7: Train and Employ Adequate Numbers of Information Security Specialists

@ Program 8: Outreach to Make Americans Aware of the Need for Improved Cyber-
Security

@ Program 9: Adopt Legislation and Appropriations in Support of Programs 1-8
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Because assessments on critical assets, shared interdependencies, and vulnerabilities can provide
an e-L ablueprd i of how to attack, theause assessmentmust themsel vtiebean ptected. Stepsde
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SCOPE NOTE
PROTECTING BOTH CYBER AND PHYSICAL CRITICAL
INFRASTRUCTURES

Protecting the Nation’s critical infrastructures has long been a subject of Government concern.
Dams, bridges, tunnels, power plants, and other important physical structures have been
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Program 2: Detect Attacks and Unauthorized Intrusions

“Today, we don’t even know when we are being attacked.”

The Second Program installs multi-layered protection on sensitive computer systems,
including advanced firewalls, intrusion detection monitors, anomalous behavior identifiers,
enter prise-wide management systems, and malicious code scanners. To protect critical Federal
systems, computer security operations centers (first in DoD, then the Federal Intrusion
Detection Network [FIDNet] in coordination with other Federal Agencies) will receive
warnings from these detection devices, as well as Computer Emergency Response Teams
(CERTSs) and other means, in order to analyze the attacks and assist sites in defeating attacks.
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@ techniquesto analyze operating system code and other software to determine if malicious
code, such as logic bombs, or other dangerous code such as trap doors (whether originally for
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Program 3: Develop Robust Intelligence and Law Enforcement Capabilitiesto ProteizaD -0.03 Tc 0.166 1
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Coordinator program. We are also working with trusted law enforcement counterparts from other
nations to build a system of enhanced international cooperation, and develop a common
approach to criminalizing unauthorized intrusions and attacks on critical cybersystems.

We are determined to ensure that those who seek to misuse cyber technology for crimina gains
or other nefarious ends, whether they do so on behalf of nation states, terrorists, or criminal
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@ technologies to increase network reliability, system survivability, and the robustness of
critical infrastructure components and systems, as well asthe critical infrastructures
themselves; and
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Program 7 Milestones

Milestone Activity
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Program 10 Milestones

Milestone Activity Target Date
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